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# rallynood

Committed to Protecting Our Users!

At Rallyhood, we care deeply about our users and their
privacy. In our ongoing commitment to the highest level of
privacy, safety and security, we continue to upgrade and

maintain our architecture.

Unlike nearly every other social platform, we don’t sell ads

or our user data, with anyone, ever.

Technical maintenance and upgrades are a continual
effort at Rallyhood, and throughout these processes, we

always put our users privacy, safety and security first.
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## rallyhood

PRIVACY & SECURITY

Committed to protecting the privacy of our users/!

All of the data within the Rallyhood database is encrypted using the Advanced Encryption
Standard (AES-256), the highest level of security Amazon provides.

All production servers, databases, and data reside in a virtual private network (VPN).

Rallyhood uses Imperva and Amazon GuardDuty to provide 24x7 security monitoring and

data protection.

@ Al connections within the application, between its components and stored credentials, are

protected via encryption and firewalls.

@ Rallyhood chose Stripe as our payment processing platform because of its best-in-class (PCI
- Level 1) security tools and certifications. Stripe uses AES-256 to encrypt all confidential
data
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# rallynood

PRIVACY & SECURITY (continued)

Committed to protecting the privacy of our users/!

Users are required to login using an email/password combination to access Rallyhood.

Rallyhood Hub and Rally visibility and membership is customizable via inheritable
permissions:

- Hubs and Rallies can be Public (open to Rallyhood users to join) or Private (members
must be invited or approved to join) or Unlisted (members must be invited or
approved and the Hub or Rally does not appear in the Search index of Rallyhood).

@ We do not sell ads, users’ contact information, or users data—anonymous or
otherwise—with anyone.

@ Ve do not have distracting Ads or Algorithms that track or determine the content users
see.
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RALLYHOOD

Thank You!

Please visit our website to view our Rallyhood Privacy Policy:

rallyhood.com/privacy

Please feel free to contact us with any questions:

support@rallyhood.com


https://rallyhood.com/home/privacy
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